
About pQCee:

pQCee Pte Ltd is a quantum cybersecurity startup.  We design and build post-quantum products and services to 

strengthen and protect the next generation of computing against quantum attacks. Please visit www.pqcee.com 

or contact info@pqcee.com for more details.

About the SafeQuard offering

The Transport Layer Security (TLS) is the de-facto security channel for 

all businesses that operate over the Internet. However, the promise 

of data confidentiality is no longer possible with the advent of 

quantum computers. An attacker can collect the encrypted TLS 

communications between the users’ devices and data centers today 

(“harvesting”) and use a quantum computer to decrypt the 

communications sometime in the near future (“attack”). Sensitive 

data such as authentication credentials (passwords, biometric 

minutiae), transaction details (payee, account numbers, transaction 

values) and customer information will be targeted by such attacks. 

SafeQuard, by pQCee, is a suite of quantum-safe cryptographic tools 

that secures data against harvesting attacks. SafeQuard is Javascript-

based which can be dynamically loaded and executed within web 

browsers to protect specific HTML fields without any separate 

installation or configuration. By using standards-based Post-

Quantum Cryptography, SafeQuard ensures that harvested data are 

resistant against attacks by quantum computers.

SafeQuard: Protect 
your Data Assets 
against Quantum 
Harvesting Attacks.
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See our offer on the Microsoft Commercial Marketplace

Specifications

Front-end Javascript + WASM 

on PC and Mobile

Browsers 

supported

Chrome v125.x

Edge v125.x

Firefox v126.x

Safari 17.2.x

Key 

Encryption

Kyber ML-KEM-768

Data 

Encryption

AES-CTR-256

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/pqceepteltd1686816032301.pqcee-safequard-solution


Why

Microsoft Azure? 
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See our offer on the Microsoft Commercial Marketplace

Be future-ready
Continuous innovation from Microsoft supports your 

development today, and your product visions for tomorrow. 

With 1,000+ new capabilities in the past year, you can build on 

the latest advancements in AI, blockchain, Kubernetes, 

containers, and databases to keep you ahead of the curve.

Our enterprise grade analytics solution outperforms the 

competition, costs less, and is fully compatible with your 

existing development, BI, and data-science tools

Operate hybrid seamlessly
On-premises, in the cloud, and at the edge—we’ll meet you 

where you are. Integrate and manage your environments with 

tools and services designed for hybrid cloud.

Enhance security, simplify access, and set smart policies across 

your different environments with a single-identity platform 

trusted by 90% of enterprises globally.

Build on your terms
You have choices. With a commitment to open source and 

support for all languages and frameworks, build and deploy 

how you want to. Take advantage of the full-featured, 

integrated development environments with built-in support 

Visual Studio and Visual Studio Code, the most popular IDEs 

trusted by 15M+ developers.

We embrace open source, drive innovation through 

collaboration, and contribute back to the community.

Trust your cloud
Get security from the ground up, backed by a team of experts, 

and proactive compliance trusted by enterprises, 

governments, and startups.

With a $1B+ investment in security R&D and 3,500 

cybersecurity experts, security is foundational for Azure.

Microsoft Azure is an ever-expanding set 

of cloud computing services to help your 

organization meet its business 

challenges. With Azure, your business or 

organization has the freedom to build, 

manage, and deploy applications on a 

massive, global network using your 

preferred tools and frameworks.

Learn more at 

www.azure.com

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/pqceepteltd1686816032301.pqcee-safequard-solution
http://www.azure.com/
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